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McAfee Survey Results: The Secret Lives of Teens Online

June 22 2010
Excerpt

"The Secret Life of Teens," is a new survey conducted online by Harris Interactive research for McAfee
and provides insight into how youth ages 10-17 are using the net today.

Key findings:

Sharing personal information

e 69% of 13-17 year olds have updated their status on social networking sites to include their
physical location

e 28% of teens chat with people they don't know in the offline world -- 43 percent shared their first

name

24% percent shared their email address

18% percent shared a personal photo of themselves

12 %percent shared their cell phone number

Girls are more likely than boys to chat with people online that they don't know in the offline world,

(32% vs. 24%)

e 13-15 year old girls (16 %) are more likely than boys the same age (7%) to have given a description
of what they look like.

Cyberbullying

* Nearly 50% of Teens Don't Know What to Do if Cyberbullied

* One-in-three teens knows someone who has had mean or hurtful information posted about them
online

* 14% of 13-17 year olds admit to having engaged in some form of cyberbullying behavior in 2010

Access:

e 87% of teens go online somewhere other than at home

e 54% access from their friends' or relatives' houses

e 30% of teens access the Web through a phone and 21% through a video game system
e 23% of kids go online anywhere with an open Wi-Fi signal

Teens Hide What They're Doing Online

e 42% don't tell their parents what they do while they are online

e 38% of teens close or minimize the browser when their parents enter the room
e 32% of teens clear the browser history when they are done using the computer
e 55% of 13-17 year olds hide what they do online from parents

Kids to Blame for Infected Family PC?

* More than a quarter of teens (27%) accidentally allowed a virus, spyware, or other software to infect
the family computer

* Nearly half of teens (46%) of teens admit to downloading music or videos from a free service, which
is much more likely to infect the family PC with everything from worms, viruses, ad-ware, spyware,
or backdoors that allow people on the Internet to access the computer

* 16% of 16-17 year old boys have downloaded x-rated content



The Future of Internet Safety Education: Critical Lessons from Four
Decades of Youth Drug Abuse Prevention

June 15, 2010

Excerpt

Publicity about online “predators” has raised considerable alarm about the extent to which Internet
activities put children and adolescents at risk for sexual abuse and exploitation. More recently,
concerning media stories of cyberbullying victimization and “sexting” have added to parental and
community worries about the potential risks of youth technology use.

However, it is not clear what kinds of information are currently being delivered to youth and in what
formats. Formal and informal programs are requested regularly by school and community leaders. A
variety of presentation and classroom materials have been made available for use, with many
communities developing their own materials. And the information offered to youth cover a range of
topics: “Internet predators”; cyber-bullying and harassment; avoidance of pornography, violence, and
hate sites; and sexual image production and distribution by youth or “sexting.” Internet safety programs
can include broader educational objectives as well, such as promoting youth “digital citizenship”.

Unfortunately, there is no research evidence that compares the success of available programs,
examines what materials or educational approaches are effective, or studies how programs are actually
being implemented in communities. Outcome evaluations have been limited in sophistication and so far
show no evidence that Internet safety programs reduce risky online behaviors by youth or prevent
negative experiences.

Internet safety education proponents would do well to study the history of youth drug and alcohol abuse
prevention, in particular. There are striking similarities in the political contexts of the two initiatives and
the intensity of public concern. And there are parallels in our eagerness to prevent Internet victimization
and early rushed efforts to prevent youth drug abuse in the 1970s and 80s. Internet safety proponents
have a real opportunity to avoid reinventing the wheel. The remainder of the essay reviews the history
of drug abuse prevention, from the large scale roll-out of Project DARE (Drug Abuse Resistance
Education) in the 1980s, to the intensive efforts over the last two decades to improve youth drug abuse
prevention. Critical lessons for youth Internet safety education are emphasized, with ideas about what
program developers and funding agencies can do now to optimize Internet safety.

Risky Behaviors and Online Safety: A 2010 Literature Review
(DRAFT)

June 2010

Excerpt

This Literature Review was produced for Harvard Berkman Center’s Youth and Media Policy Working
Group Initiative, co-directed by John Palfrey, Urs Gasser, and myself and funded by the MacArthur
Foundation. This Literature Review builds on the 2008 LitReview that Andrew Schrock and | crafted for
the Internet Safety Technical Task Force. This document is not finalized, but we want to make our draft
available broadly so that scholars working in this area can inform us of anything that we might be
missing.

Risky Behaviors and Online Safety: A 2010 Literature Review




It's been almost two years since the Internet Safety Technical Task Force completed its work. As a co-
director of that project, | coordinated the Research Advisory Board to make certain that we included all
of the different research that addressed online safety. When we shared our report, we were heavily
criticized as being naive and clueless (or worse). Much of the criticism was directed at me and the
researchers. We were regularly told that social network sites would radically change the picture of
online safety and that we simply didn’t have new enough data to understand how different things would
be in a few years. Those critiques continue. As researchers who were actively collecting data and in the
field, many of us are frustrated because what we see doesn’t match what the politicians believe. It’'s
been two years since we put out that first Lit Review and I'm glad to be able to share an updated one
with all sorts of new data. Not surprisingly (to us at least), not much has changed.

What you'll find is that researchers have gone deeper, getting a better picture of some of the dynamics
and implications. You'll also find that the overarching picture has not changed much. Many of the core
messages that we shared in the ISTTF report continue to hold. In this updated Lit Review, we
interrogate the core issues raised in the ISTTF report and introduce new literature that complements,
conflicts, or clarifies what was previously said. We bring in international data to provide a powerful
comparison, most notably from the reports that came out in the EU and Australia. And we highlight
areas where new research is currently underway and where more research is necessary.

Berkman Center Sexting: Youth Practices and Legal Implications

June 22, 2010

Excerpt

This document addresses legal and practical issues related to the practice colloquially known as
sexting. It was created by Harvard Law School’s Cyberlaw Clinic, based at the Berkman Center for
Internet & Society, for the Berkman Center’s Youth and Media Policy Working Group Initiative.

This document is intended to provide background for the discussion of interventions related to sexting.
It begins with a definition of sexting, and continues with overviews of research and media stories related
to sexting. It then discusses the statutory and constitutional framework for child pornography and
obscenity. It concludes with a description of current and pending legislation meant to address sexting.

Il. Definition of Sexting

There is no consistent definition of sexting in law or research. According to the National Center for
Missing and Exploited Children (“NCMEC?”), the term refers to the practice of “youth writing sexually
explicit messages, taking sexually explicit photos of themselves or others in their peer group, and
transmitting those photos and/or messages to their peers.” This definition is not intended to include
“situations in which young people send sexually explicit images of themselves to adults.” As NCMEC
notes, however, “this distinction becomes more difficult based upon the age difference between the two
parties,” for example when an 18 - year - old high school student is involved. It also is not meant to
include those situations in which images are sent under “duress, coercion, blackmail, or enticement,”
although determining whether any of these exist in a given incident can be complicated.

lll. Research on Sexting

To date, four surveys have been conducted on sexting among teens and young adults in the United
States. The most recent, released by the Pew Research Center in December 2009, focuses on teens
ages 12 - 17 who report sending or receiving “sexually suggestive nude or nearly nude images via text
messaging” on their cell phones. According to the survey, 4% of teens between the ages of 12 and 17
have sent sexually provocative images of themselves to someone else via text message, while 15%
have received such images from someone they know. The Pew data indicates that older teens are
much more likely to engage in such behavior, with 8% of 17 - year - olds having sent a nude or

semi - nude image by text and 30% having received such an image.



Pew’s focus groups reveal three main scenarios in which sexting tends to occur: (1) exchanges of
images solely between two romantic partners; (2) exchanges between romantic partners that are then
shared with others outside the relationship; and (3) exchanges where at least one person would like to
start a romantic relationship. Pew’s data suggests that sexting has become a form of “relationship
currency,” with girls in particular sometimes feeling pressure to send images.

The three earlier surveys indicate higher levels of sexting involvement among teens and young people
than does the Pew survey, ranging from 20 - 24%. This discrepancy is likely based on two factors.
First, the Pew study focuses on teens between the ages of 12 and 17, whereas the other studies focus
on older teens and young adults. Second, the Pew survey asks only about nude or nearly nude images
sent or received via text messaging. The other surveys are framed more broadly, asking respondents
whether they have “shared” such images, “sent/posted” such images, or sent such images in “emails or
text messages.”

PEW Teens and Mobile Phones

April 2010

Excerpt

Daily text messaging among American teens has shot up in the past 18 months, from 38% of teens
texting friends daily in February of 2008 to 54% of teens texting daily in September 2009. And it's not
just frequency — teens are sending enormous quantities of text messages a day. Half of teens send 50
or more text messages a day, or 1,500 texts a month, and one in three send more than 100 texts a day,
or more than 3,000 texts a month. Older teen girls ages 14-17 lead the charge on text messaging,
averaging 100 messages a day for the entire cohort. The youngest teen boys are the most resistant to
texting — averaging 20 messages per day.

Text messaging has become the primary way that teens reach their friends, surpassing face-to-face
contact, email, instant messaging and voice calling as the go-to daily communication tool for this age
group. However, voice calling is still the preferred mode for reaching parents for most teens.

This report particularly highlights the rapid rise of text messaging in recent months. Some 72% of all
U.S. teens are now text message users,8 up from 51% in 2006. Among them, the typical texter sends
and receives 50 texts a day, or 1500 per month. By way of comparison, a Korean, Danish or a
Norwegian teen might send 15 — 20 a day and receives as many.

Changes in subscription packages have encouraged widespread texting among U.S. teens and has
made them into world class texters. As a result, teens in America have integrated texting into their
everyday routines. It is a way to keep in touch with peers even while they are engaged in other social
activities. Often this is done discreetly and with little fuss. In other cases, it interrupts in-person
encounters or can cause dangerous situations.

To understand the role that cell phones play in teens’ lives, the Pew Research Center’s Internet &
American Life Project and the University of Michigan’s Department of Communication Studies
conducted a survey and focus groups in the latter part of 2009. The phone survey was conducted on
landline and cell phones and included 800 youth ages 12-17 and one of their parents.



PEW Cyberbullying 2010: What the Research Tells Us

May 6, 2010

An updated look at the research and definitions around bullying and cyberbullying, this talk was
presented to the Youth Online Safety Working Group assembled by National Center for Missing and
Exploited Children. Amanda's talk draws upon the work of the Pew Internet Project, UNH's Crimes
Against Children Research Center, the work of Internet Solutions for Kids as well as research by
professors Sameer Hinduja and Justin Patchin. Amanda unpacks both what current research can tell us
about cyberbullying as well as where the gaps in our understanding of this issue lie.

PEW Social Media and Younqg Adults

February 3, 2010
Excerpt

Two Pew Internet Project surveys of teens and adults reveal a decline in blogging among teens and
young adults and a modest rise among adults 30 and older. In 2006, 28% of teens ages 12-17 and
young adults ages 18-29 were bloggers, but by 2009 the numbers had dropped to 14% of teens and
15% of young adults. During the same period, the percentage of online adults over thirty who were
bloggers rose from 7% blogging in 2006 to 11% in 2009.

Much of the drop in blogging among younger internet users may be attributable to changes in social
network use by teens and young adults. Nearly three quarters (73%) of online teens and an equal
number (72%) of young adults use social network sites. By contrast, older adults have not kept pace;
some 40% of adults 30 and older use the social sites in the fall of 2009.

Additionally, teens ages 12-17 do not use Twitter in large numbers — just 8% of online teens 12-17 say
they ever use Twitter, a percentage similar to the number who use virtual worlds. This puts Twitter far
down the list of popular online activities for teens and stands in stark contrast to their record of being
early adopters of nearly every online activity.

However, even as blogging declines among those under 30, wireless connectivity continues to rise in
this age group. “We often look to younger generations to see where technology use might be headed in
the future,” lead author Amanda Lenhart noted. “People under 30 have often been in the vanguard of
internet and cell-phone use, and it will be interesting to see how much of their enthusiasm for new
gadgets is a time-of-life issue, and how much will ripple through the broader culture in the coming
years.”

NCSA Study: Too few schools are teaching cyber safety

Feb 26th, 2010

Excerpt



Students aren’t getting enough instruction in school on how to use technology and the internet in a safe
and responsible manner, a new poll suggests.

Released by the National Cyber Security Alliance (NCSA) and supported by Microsoft Corp., the survey
found fewer than one-fourth of U.S. teachers have spent more than six hours on any kind of
professional development related to cyber ethics, safety, or security within the last 12 months.

More than half of teachers reported their school districts do not require these subjects as part of the K-
12 curriculum, and only 35 percent said they’ve taught proper online conduct to their students.

Despite the lack of training and consistent teaching of internet safety, the survey shows that America’s
teachers, school administrators, and technology coordinators strongly agree that cyber ethics, safety,
and security should be taught in schools.

The poll, conducted by Zogby International, surveyed more than 1,000 teachers, 400 school
administrators, and 200 technology coordinators. Results were analyzed in conjunction with the
Maryland-based research group Educational Technology Policy, Research, and Outreach (ETPRO).

Key findings of the survey include:

* More than 90 percent of technology coordinators, school administrators, and teachers support
teaching cyber ethics, safety, and security in schools. Yet, only 35 percent of teachers and just over
half of school administrators report that their school districts require the teaching of these subjects
in their curriculum.

* Lessons on these topics aren’t being integrated very often into everyday instructional activities. For
example, only 27 percent of teachers have taught about the safe use of social networks in the past
12 months; only 18 percent have taught about online scams, fraud, and social engineering; and
only 19 percent have taught about safe passwords. Overall, 32 percent of teachers said they have
not taught cyber ethics, and 44 percent of teachers said they have not taught cyber safety or
security.

* Teachers and administrators have different opinions as to who should be responsible for educating
students about these topics. While 72 percent of teachers said parents bear the primary
responsibility for teaching these topics, 51 percent of school administrators said teachers are
mostly responsible.

“The study illuminates that there is no cohesive effort to [give] young people the education they need to
safely and securely navigate the digital age and prepare them as digital citizens and employees,” said
Michael Kaiser, NCSA'’s executive director. “Unfortunately, we are not meeting the needs of schools,
teachers, or students.”

Microsoft Online Reputation in a Connected World

January, 2010
Excerpt

This research examines the expanding role of online reputation in both professional and personal lives.
It studies how recruiters and HR professionals use online reputational information in their candidate
review processes, and how consumers feel about this use of their information. It investigates the steps
consumers take to monitor and protect their online reputation.



An online reputation is the publicly held social evaluation of a person based on his or her behavior,
what he or she posts, and what others (such as individuals, groups, and Web services) share about the
person on the Internet.

The Internet constitutes a worldwide database, where information is archived and not easily deleted.
People, companies, and governments are increasingly using technologies such as social networking
and video sharing, blogs, and search engines to create and share content with others around the world.
Whether it is for a job application, friendship, dating, or other purposes, when people want to learn
about someone, they turn to this ever-growing pool of information. Online reputation, therefore, plays an
important role in personal and professional life and has become a significant factor in making hiring
decisions.

This report summarizes online reputation research commissioned by Microsoft. It was conducted by
Cross-Tab between December 10 and 23, 2009, in France, Germany, the United Kingdom, and the
United States. Approximately 275 recruiters, human resources (HR) professionals, and hiring
managers, and about 330 consumers interviewed in each country.

This study explores the attitudes of consumers, HR professionals, and recruiters on the subject of
online reputation. In particular, it examines the impact of online reputation on hiring and how people
manage their online reputation.

Highlights of the study’s findings include:

* The recruiters and HR professionals surveyed are not only checking online sources to learn about
potential candidates, but they also report that their companies have made online screening a formal
requirement of the hiring process.

e Of U.S. recruiters and HR professionals surveyed, 70% say they have rejected candidates based
on information they found online. Though not as frequently, respondents from the U.K. and
Germany report the same trend.

* Recruiters and HR professionals surveyed report being very or somewhat concerned about the
authenticity of the content they find.

* |n all countries, recruiters and HR professionals say they believe the use of online reputational
information will significantly increase over the next five years.

e Positive online reputations matter. Among U.S. recruiters and HR professionals surveyed, 85% say
that positive online reputation influences their hiring decisions at least to some extent. Nearly half
say that a strong online reputation influences their decisions to a great extent.

e Consumers surveyed have mixed opinions about the appropriateness of recruiters and HR
professionals examining some types of online content. Most find it reasonable that recruiters and
HR professionals check information on professional sites. There is greater concern, however, about
recruiter scrutiny of photos, videos, and other personal content including blogs, personal social
network pages, organizations they are affiliated with, financial information, and the like.

e Consumers surveyed use a variety of methods to monitor and manage the information posted
about them online. Most notably, they use multiple personas, search for information about
themselves, adjust privacy settings, and refrain from posting content that they believe could
damage their reputation.

*  Though most consumers surveyed do manage their reputation at least to some extent, there are a
significant percentage of respondents (between 30% and 35% depending on nationality) who don’t
feel their online reputation affects either their personal or professional life. Consequently, they are
not taking steps to manage their reputations.



How Different are Young Adults from Older Adults When it Comes to
Information Privacy Attitudes and Policies?

April 14, 2010

“We suggest...that young-adult Americans have an aspiration for increased privacy even while they
participate in an online reality that is optimized to increase their revelation of personal data.”

Media reports teem with stories of young people posting salacious photos online, writing about alcohol-
fueled misdeeds on social networking sites, and publicizing other ill-considered escapades that may
haunt them in the future. These anecdotes are interpreted as representing a generation-wide shift in
attitude toward information privacy. Many commentators therefore claim that young people “are less
concerned with maintaining privacy than older people are.” Surprisingly, though, few empirical
investigations have explored the privacy attitudes of young adults. This report is among the first
quantitative studies evaluating young adults’ attitudes. It demonstrates that the picture is more nuanced
than portrayed in the popular media.

In this telephonic (wireline and wireless) survey of internet using Americans, we found that large
percentages of young adults (those 18-24 years) are in harmony with older Americans regarding
concerns about online privacy, norms, and policy suggestions. In several cases, there are no
statistically significant differences between young adults and older age categories on these topics.
Where there were differences, over half of the young adult-respondents did answer in the direction of
older adults. There clearly is social significance in that large numbers of young adults agree with older
Americans on issues of information privacy.

A gap in privacy knowledge provides one explanation for the apparent license with which the young
behave online. 42 percent of young Americans answered all of our five online privacy questions
incorrectly. 88 percent answered only two or fewer correctly. The problem is even more pronounced
when presented with offline privacy issues — post hoc analysis showed that young Americans were
more likely to answer no questions correctly than any other age group.

PEW Reputation Management and Social Media

May 26, 2010

More than half (57%) of adult internet users say they have used a search engine to look up their name
and see what information was available about them online, up from 47% who did so in 2006. Young
adults, far from being indifferent about their digital footprints, are the most active online reputation
managers in several dimensions. For example, more than two-thirds (71%) of social networking users
ages 18-29 have changed the privacy settings on their profile to limit what they share with others online.

Reputation management has now become a defining feature of online life for many internet users,
especially the young. While some internet users are careful to project themselves online in a way that
suits specific audiences, other internet users embrace an open approach to sharing information about
themselves and do not take steps to restrict what they share.

“Search engines and social media sites now play a central role in building one’s identity online,” said
Mary Madden, Senior Research Specialist and lead author of the report, “Many users are learning and
refining their approach as they go—changing privacy settings on profiles, customizing who can see



certain updates and deleting unwanted information about them that appears online.”

When compared with older users, young adults are more likely to restrict what they share and whom
they share it with. “Contrary to the popular perception that younger users embrace a laissez-faire
attitude about their online reputations, young adults are often more vigilant than older adults when it
comes to managing their online identities,” said Madden.

Yahoo: Child Safety Study

June 10, 2010

Excerpt

Yahoo has released some findings from a survey about how parents monitor children's online behavior.
The company says it makes safety a company priority by supporting efforts to educate children,
parents, adults, and communities about safe online experiences. Yahoo takes a "multi-faceted
approach in promoting a safer online experience," Yahoo spokesperson Terrell Karlsten tells
WebProNews.

"Staying safe online is not a one-time conversation with children, it's an ongoing process that parents
and youth need to be aware of every time they log on," adds Karlsten.

The survey (conducted among 2,003 Internet users in the U.S., ages 18-64) found that parents are
taking action, but cyber-bullying education is needed. Stats include:

- 78% of parents are concerned about their children’s online safety.

- 70% of parents talk to their children about online safety at least 2-3 times a year; 45% talk to their
children at least once a month.

- 74% of parents are connected to their children’s profiles on social networking sites.

- 71% of parents have taken at least one action to manage their children’s use of the Internet or cell
phones such as checking to see where children are searching online, setting time limits for children's
use of computers or cell phones, setting parental controls on video sites, and using filters to limit where
children go on the Web.

- 81% of parents know what cyberbullying is.

- 25% who are aware of cyberbullying have either been victims or know someone else affected by
cyberbullying.

- 37% of parents feel that they know what to do about cyberbullying.

- 73% want their child's school to play an active role in teaching kids about online safety and citizenship.
- 71% of dads (compared to 63% of moms) say they are taking at least one action to help manage their
children's online behavior including having conversations about respecting the privacy of others and
checking their children's privacy settings. More dads than moms have had a conversation with their

children about their digital reputations and how to promote a positive online reputation.

- 53% of dads said they plug their children's names into a search engine at least 2-3 times per year



(compared to 38% of moms) — 33% of dads said they do this search at least once a month.

- 47% of dads have conversations about online safety at least once a month, compared to 42% of
moms.

- According to the survey, more dads than moms use filters to limit where their kids go online, and more
dads monitor the time children send text messages and how many text messages they send.

Norton Online Family Report Global insights into family life online

June 10, 2010
Excerpt

The Norton Online Family Report examines children’s online behavior and experiences compared
with parents’ knowledge and understanding of these. It highlights key contrasts and disconnects
between parents and their children and offers advice and guidance for parents on how to bridge the

gaps.

The Report finds that children are spending an increasing amount of time online, and in general parents
are aware of this and have a fair idea of the main activities their children participate in online. Parents
are concerned about children accessing indecent material or giving out personal information online, yet
they underestimate the extent to which children download games, music and video. These are key
activities which may expose children to inappropriate content and encourage them to disclose their
personal details.

The perceived need for parents to control children’s online activities varies hugely. In Canada and the
US, six in 10 adults think parents should have full control over everything their child does online. In
Italy and China, however, parents are more likely to believe in empowering their children to make the
right decisions.

One of the most surprising insights from the Report is parents’ lack of awareness about the extent of
children’s negative experiences online. Almost two thirds of children have had a negative experience
online, whereas only 45% of parents realize this. Children take an enormous sense of responsibility
for their negative experiences online, perhaps without justification. They report feelings of anger,
being upset and fear when they encounter an unpleasant situation.

The good news is that children actually want more parental involvement in their online lives. The
majority state they would like to turn to their parents for support and advice when things go wrong.
Children understand that ethical behavior is as important online as it is offline and are setting their
own rules for acceptable online behavior. Children’s own rules include not bullying or harassing
people online, not passing on embarrassing photos or posts about others, telling parents if they or
others are being bullied, and not saying or doing things online that they wouldn’t do in an offline
world.

There is clearly an important role for parents to play by increasing their understanding of the Internet,
the role it plays in their children’s lives, and the experiences their children are having online. Children
need ‘parenting’ online as much as they do in their offline lives, and they would welcome more
parental involvement.



THE EMOTIONAL IMPACT

These are the mixed emotions associated with
negative online experiences for children:

ANGRY UPSET

WORRIED afraid

SHOCKED
ANNOYED
ASHAMED disgusted
confused

DISTRUSTFUL

One third of children feel
anger, upset, fear and worry

>
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One fifth of children feel embarrassed
and live with online regrets

&=
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Children feel increasing levels of
responsibility for their negative experiences
online, and sometimes without justification.

| downloaded a virus to the computer:

-

totally responsible partly responsible

| responded to an online/email scam:

~ B

totally responsible  partly responsible

| received sexual images of someone | know:

totally responsible  partly respansible

I've seen violent/nude images:

m'ﬂ

totally responsible  partly responsible




